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H Problem: SDN multi-tenant clouds need collaborative threat o
detection, but tenants don't trust each other with their data.
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[ Solution: Federated Learning (FL) addresses this by enabling joint ol e e e e Soater Tenan e Tr——To
training of an intrusion detection model across tenants, where Generator
only model updates are shared instead of raw network traffic (Inside VMS)
data.

d Gap: No existing SDN-FL work combines real testbed validation, ‘?,Z‘T‘EE:E Efﬁﬂfﬂ;"" M ?.ETEEE Bfﬁﬂfﬂ:;‘;‘“ T ?&‘T‘EEE Bﬁj‘;f:‘t;” e
verifiable aggregation, poisoning robustness, and adaptive A —— S
privacy together. vSwitch

SD-Traffic-Regulator + Feature Extractor SD-Traffic-Regulator + Feature Extractor SD-Traffic-Regulator + Feature Extractor

H Proposa|; TrustFed-SDN—tested on a real Mininet+OVS+RYU (Collect flow stats + Extract Features) (Collect flow stats + Extract Features) (Collect flow stats + Extract Features)

testbed, with verifiable aggregation, poisoning-robust defense,
and adaptive differential privacy.
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3. Research Gap

Jd No real SDN testbed + verifiable aggregation combined: prior HOST (VM) Open vSwitch CONTROLLER Open vSwitch o

works either use a real network testbed or verifiable aggregation,
never both together.

Control Plane (RYU) Accuracy,

Precision, Recall,
F1

[ Poisoning/Byzantine robustness rarely validated on live SDN

CICIDS2017 / CICIDS2019

traffic: most robustness mechanisms are tested only on m Attack Detection
InSDN + Live VM Traffic
generic/toy datasets (MNIST, CIFAR), not real network flows. ﬁ'o @ ciﬂ?ﬁ?ﬁgﬁzh
O Adaptive per-tenant differential privacy is missing: existing MONITORING & TRAFFIC Cost

FLOW MANAGEMENT POLICY ENFORCEMENT ANALY SIS MODEL DEPLOYMENT
methods apply uniform noise across all tenants, ignoring each

tenant's individual data sensitivity.

4. Objectives

1. SDN-integrated FL architecture: Design an SDN-integrated FL
architecture with VM-isolated tenants (Attack VM/Benign
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